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ABSTRACT

From the early 1970s, the US government began to recognize that penetration testing could not assure the security quality
of products. Results of penetration testing such as identified vulnerabilities and faults can be varied depending on the
capabilities of the team. In other words none of penetration team can assure that “vulnerabilities are not found” is not equal
to “product does not have any vulnerabilities”. So the U.S. government realized that in order to improve the security quality

of products, the development process itself should be managed systematically and strictly. Therefore, the US government
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began to publish various standards related to the development methodology and evaluation:procurement system embedding

“security-by-design” concept from the 1980s. Security-by-design means reducing product’s complexity by considering security

from the initial phase of development lifecycle such as the product requirements analysis and design phase to achieve

trustworthiness of product ultimately. Since then, the security-by-design concept has been spread to the private sector since

2002 in the name of Secure SDLC by Microsoft and IBM, and is currently being used in various fields such as automotive

and advanced weapon systems. However, the problem is that it is not easy to implement in the actual field because the

standard or guidelines related to Secure SDLC contain only abstract and declarative contents. Therefore, in this paper, we

present the new framework in order to specify the level of Secure SDLC desired by enterprises. Our proposed CIA

(functional Correctness, safety Integrity, security Assurance)-level-based —security-by-design framework combines the

evidence-based security approach with the existing Secure SDLC. Using our methodology, first we can quantitatively show

gap of Secure SDLC process level between competitor and the company. Second, it is very useful when you want to build

Secure SDLC in the actual field because you can easily derive detailed activities and documents to build the desired level

of Secure SDLC.

Keywords: Security by Design, Secure SDLC(Secure Software Development Life Cycle), SDLC(Software Development Life

Cycle), SDL(Security Development Lifecycle), Security Engineering
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Table 1. Related works

Benjamin

method for the operation stage of Secure SDLC

Classification | Year Author/Title Explanation Ref.
A study that int tes SDLC standard (IEEE/EIA
2002 Younghwa Lee study that mtegrates . s a.n ar. ( / (39]
12207) and security engineering
A study that integrates CC standards (ISO/IEC
2007 Daniel Mellado 15408) and Security Requirements Engineering in (40)
the requirements analysis phase of Secure SDLC
A study that integrates SDLC and security design standards
2007 L Futcher 41
v Fubehet (ISO T498-2) that can be used at the design phase 4
. X A study that integrates the lifecycle of IT services
2012 h Sheikh 42
0 Razieh Shelkhpour and ISMS standards (ISO/IEC 27001) (42)
. A study that integrates the CC standard (ISO/IEC
2013 Tahereh Nayerifard 43
aherel Navertar 15408) and the ISMS standard (ISO/IEC 27001) 43
A study that integrates the process evaluation
2015 Siwar Kriaa standard (ISO/IEC 15504) and the information security [44)
management practice guideline (ISO/IEC 27002)
Papers
Antoni Llurs A study that integrates the process evaluation
2015 Mesquida standard (ISO/IEC 15504) and the information security (45)
d management practice guideline (ISO/IEC 27002)
Nabil M A study that investigates all security techniques
2017 ) applicable to SDLC requirements analysis, design, (46)
Mohammed . .
and implementation stages
A study that incorporates Secure SDLC best
Mary-Luz .
2017 Sanchez-Gords practices and SDLC standards for small 47
a ~ ©
riehezordon organizations (ISO/IEC 29110)
A study that investigated all the security factors to
2018 Patrick Morrison be measured, such as the number of vulnerabilities (48]
and the number of attack surfaces in Secure SDLC
X A study that integrates automated risk management
2020 Valentina Casola measures into the design phase of Secure SDLC (49)
2013 Bank of America Patent for the entire risk-based Secure SDLC process (73
Patent for threat modeling method and threat
2012 Microsoft modeling tool for requirements analysis and design (74)
phase of Secure SDLC
9012 Lawrence Patent for development automation technique that 75)
Wilcock can be used in the implementation phase of SDLC
X Patent for the life cycle of the Subscriber
Patents 2018 Nolda Identification Module (SIM) 76)
. . Patent for security level setting and access control
2018 Schilder M: 7
chiider Aartus in SDLC of security device (77
. Patent for the risk identification method for
2019 Nishchal Bhalla requirements analysis and design phase of Secure SDLC (78)
9090 Vincent Patent for account and authority management (79)
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Table 1. Continued

Classification | Year Author/Title Explanation Ref.
2004~ Microsoft SDL Secure SDLC for software developed by Microsoft (25)
2008~ NIST SSDLC Secure SDLC for systems developed by NIST (26)

92017~ CSA SDF Secure SDI'JC for systems developed by the 97
Singaporean government

re SDL i 1
92008~ SAFECode Secure S C.based on security deve o.pment best 98)
practices and reference materials

2004~ McGraw Secure SDLC centered on 7 important security (29)
Touchpoints activities developed by McGraw
Secure SDLC 92006~ OWASP CLASP Lightweight Secure SDLC that performs verification (30)

standards of five key points developed by OWASP

. Four-level security maturity model according to the
2009~ 1 BSI 1
009 Cigita SIMM degree of stakeholder collaboration (31)

Three-level i i 1 i
92009~ OWASP SAMM ree-leve securlt'y maturity mO(Iie accor.dmg to (32)
the degree suitable for security practice

Secure SDLC applying the concept of risk management to
2013~ NIST RMF the development and evaluation and procurement system (33)
of the US computer system and advanced weapons

Automotive cybersecurity guidelines considering

2016~ SAFE J3061 both functional safety and security of automobiles (34)
. 1999~ ISO/IEC 15408 CC(Common Criteria) (82)
Evidence-based
security 1995~ ISO/TIEC 27001 ISMS(Information Security Management System) (83)
approach 2013~ ISO/IEC 27701 PIMS(Privacy Information Management System) (84)
w3k tiEAel A b Mol whgE 3R [ll. ClA-Level 7|8t HOHHRHS} JHE =2
ISO/IEC 27001 ISMS(Information Security 213
Management System)2, HE®3Z Ie|AA of
g Al E20leH83). ol9} He] ISO/IEC 27701 B A wish o] 7 Rolold HEAew
PIMS(Privacy Information Management #8257 9)= Secure SDLC EF 4 7lolzzlal
System)= 7NAIAR R FE R 4 3502 T Zo uje oubdoelm Al Y&ESuts ok 9]
FRe A AR FE A5 23 AN & 7] wl o] o] 2 AlA| Aol FL3}r] o),
Fra el inHe4). geba] & el 7197k Aake el 2
SkAl AR 3719 S 7E Bl iR REES Secure SDLCE TFAIstel7] $18 v &5 Akt
EA A3} Al 24, NI EE S o] Hol & u} 2]7} Akl whi e I e A
T ] S *ﬂT g5o] s el 3 Secure SDLC #F % Zjol=gield] F4 7uk
o] lgler], 53] CColi= AbEslolel & 419 a7 51_0& W2 J5g Ze2 ClA-Level 7[4F B
z27150] FAACR wAEe] glo]l AA el ohiizist s ZEdl=er wEEch o)A
Secure SDLCE 753132t & o vl -f-§-3}ct. CIA-Levelol3 A& (functional Correctness), F

24 (safety Integrity), B9 (security Assurance)
T2 s, sl Qe Secure SDLC &4
2~ 530l wlg} CIA-Level S AR = glot
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Fig. 1. CIA-Level Driven Secure SDLC Framework
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Table 3. Normalized and generalized Secure SDLC stage and security activities

Phase No Security activity Artifact
. 1 Basic security trainin . .
1.Security y - g -Security training plan
. 2 Advanced security training o )
Training — -Training attendee list
3 Plan training schedules
4 Project categorization
5 Role identification
6 Project tools selection ~Current process analysis
7 Security requirements source identification -Current system analysis
2. Initiation | 8 Minimum quality level definition -Project plan
9 | Prepare compensation system for handling security issues | -Software Requirements
10 Plan project schedule Specification
11 Security goals setting by field
12 Verifying consistency & completeness of goals
13 Estimating scope of project security analysis
14 Impact assessment for privacy
15 Impact assessment for business
. 16 Impact assessment for safet
3. Requirements ,p - Y -Impact assessment
. 17 Existing software assessment .
Analysis - - — -Interface definition
18 Functional requirements elicitation
19 Security requirements elicitation
20 Conformity & conflict check on requirements by field
21 Verifying requirements based on security goals
22 Plan third-party components acquisition
o - . . -Acquisition
4. Acquisition | 23 Requirements definition for third-party components R
- confirmation document
24 Assessment & test for third-party components
25 Functions & design specification
26 Compliance with design best practices and principles -Software design
27 Structural design for the integration process specification
28 Asset identification -Software architecture
29 Create data flow diagram design and System
5.Design 30 Thregt elicitation : architecture design
31 Att?\ck lerary Colle'ctlon specification
32 . ,Rlsk anal.y§1s ‘by ﬁeld. -Integrated test plan
33 Mitigation elicitation by field .
- - and integrated test
34 Privacy analysis )
35 Usecase and misuse case identification scenario
36 Verifying design based on requirements
37 Compliance with secure coding guidelines -Source code
6.Implemen - 3 -Unit test plan and
. 38 Creation for deployment guide document and tools .
-tation test scenario
39 Implementation verification according to design ~Unit test results
40 Static analysis
41 Automated static analysis -Integrated/system/ac
42 Dynamic analysis quiSitiOn test plan
. . 43 Integration & acceptance test and test scenario
7 Verification -
44 Penetration test -Integrated/system/ac
45 Review and update for threat model quisition test results
46 Review for minimum quality and security level ~Vulnerability analysis
47 Review and update for security documents
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Table 3. Continude

Phase No Security activity Artifact
48 Final security review -Rehearsal plan and
49 Final privacy review rehearsal result
50 Requirements elicitation for production -Release request
8 Release 51 Production procedure determination -Emergency incident
52 Verification of production )
- - response plan
53 Accident response planning .
-Emergency accident
54 Security review for deployment procedure response result
55 Monitoring planning -Preparation result
56 Continuous monitoring -Operator instructions
57 Vulnerability report -User guide
9.0peration | 58 Vulnerabilities assessment -Vulnerability

59 Solution establishment Response Plan

60 Vulnerability disclosure & patch/update -Vulnerability patch

61 Configuration management after release result

62 Transfer & dlsposal pro'cedur‘e planning ~System

63 Important information disposal implementation plan
10.Disposal | 64 Media Erase d ¢

65 Hardware and software disposal ) an sys. em

66 System shutdown implementation result
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. olo] we} Activity-Evidence Mappers 3
28] FA 7vk Be wlE 25 F 7P 1A CC
ofe] Wi AAtsle, wjgS s7] $s CC 3%
2 CEMd A= & 63719 mEe7A1e 7
FUES Z-4gh}

AR 6670 Bl &% F CColAe vA
3L, A A WtEA] 3ol sl dEEo] EA)

of

E 50 Bt 2 UNIAEES A as

H 5 24 AelA FaEa ge|Eojof gl
ole} zro] A ApglellA FaE oo} sk Bt g
5 ISMSel A=) gl 104709 A HA &
& G8sto] =it
=3k 66719 Het &F F CCo ISMSHA=
¥ EE EAE olE Sl AR
735 MAA R Azt 8= 9
g 89E ¥4 9 fAgte A AlnE WH &
outh. wheba] ole} o] JHAAH BB S I A 3
wofo} sl HoF FEEL2 PIMSe Aol Qe
54788 Al 7t 8-S ggsle] mfsg=ic)
AFA o2 Activity-Evidence Mapper= CC

Standards, Laws, Rules, and Regulations

Analysis and normalize all the activities
of each phase of every standard

Integration into
one single Secure SDLC process

Mapping the SAR components of CC

Commen Criteria, CEM

to the normalized activities
Define detailed activities and build a

template for each normalized activity

Supplement the unmapped activities

. ISMS, Safety Standards, et
with other standards M, Safety Standards, etc

Integrated Secure SDLC Process
with detailed activities and evidence templates

Fig. 2. Activity-Evidence Mapper

Table 4. Number of details security activities

Standard Classification CT.
1. Security Target 10
2. Development 19
ISO/IEC -
15408 - 3. G.uldance 2
oo 4. Life cycle support 18
5. Tests 9
6. Vulnerability assessment 5
CC total 63 assurance requirements
components
1. Security policy 6
2. Organization of 4
information security
3. Outsider security 3
4. Information Asset
e 3
Classification
5. Security training 4
6. Human resource security 5
ISO 7. Physical security 9
27001 - 8. System development 10
ISMS security
9. Encryption control 2
10. Access control 14
11. Operation security 22
12. Information security 7
incident management
13. IT incident recovery 3
14. Information security 12
management
ISMS total | 104 detailed check items
1. PIMS of the target g
organization
2. PIMS of the target 6
ISO/IEC system _
97701 - 3. Step-by-step pr(?tectlon 12
PIMS method of the privacy
4. Technical protection method 19
of the target system
5. Privacy protection when 9
using specific IT technology
PIMS total | 54 detailed assessment items
Total 221 detailed security activities
o RZEe A AXUE 637, ISMS9 A& A
7 s 10470, PIMSY AlF- H7t &85 b4l
Fsol % 221708] A FFE 66709 ek B
E e FAGORA, A} A 2 BF
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it

S Asla AkEdlor & A 52 AT} o]
7ol Activity-Evidence Mapperel 33}
715 (Fig 2)8F ZoH, &8sl= 7 74

ot WM EEC] Al &5 $= (Table 4)9F 2t

e foou

3.2 Database

Databasex 4 Awg Activity-Evidence
Mapper7} 533 v Ax} 4 AtEsfof 3 4
of 2 AR AR ARES HAste AAsolh
Database 277k 4709 Ho]&2 FA=e] 3l
b A WA HolEol= A sl dukstEl 1071€]
Secure SDLC wHAE°] #A= e gloen], F WA
go]Eoll= 7 whA MR 3ok 3= 66719 2
b 550 HAE itk Al WA HolEol= A&
Al A Bl &5 5 4 AdnFo] AAE 9o
W, CC 3% 9 CEMl A= & X584}
g AXAE 6371, ISMSell A= gl At A
2 5 10470, PIMSel A=) ol= A% 27}t
Fu 54NE gele] & 221709 Al R FEE
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oF & FAEelli= Secure SDLC ZEA|A F 537
AE Ry f8 SAEY 4E sk vid
%7F 2= glth. ¢4 E°] Secure SDLCH
QAN B4 A Hel @A EF wel 3
F9o 4§ CCY 'ASE_REQ.1 Bt} vz
AR AEUE 9 ISMS] '8.1.1 XateTAke
of A A7 FEI} wF=Hr}, o] AS 874l
A DA AFEsloF s EA4+= Hate] aEdl
SRS(Software Requirement Specification) &, 3
F &Rl alE]do]~e} Helr|FaFAle 7t o)
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3.3 ClA-Level Extractor

CIA-Level Extractore 7IgA7} =388t 3}
= Secure SDLC ZEAA 55 Agdor B
18k & CIA-Levels F&%t}. CIA-Levelol3t
AEA, A, BEod WS 1EE Ax=

Levell~LevelT7H] TAZ FA=EH, $F0] &
222 Secure SDLC ZEAA7} AAA | ¢
Az FeEichs A uigch A4, A,
B F sl At vigE A &iw 549
CIA-Level= A=, 270 o]ake] £Ado] widd
S Hot 35 3 d3ks F8 ClA-Levele] &
5t} olg§ HAE 5 AHEEE ClA-Level
weol &% M EEEY, 1 Ade a9z YA
=3 5o] Secure SDLC ZEA A9 $535 kol
gobet 4 gIEE gt} o] F J|HAE T VI9A
% AAAE AAska, CIA-Level Extractor®
53l ARl AR AFAke] CIA-Levels GAP
Analyzerdll §18ste] F 24 7+ Secure SDLC
ZRA| 2] £ Aole AHgHow PMsly 1 4
5 gz Aoz geld 4 g} o|HH 4 B
b % W £F AolE TEZE HIFo =M,
Secure SDLC ZEA~ F v|E3 oA 4 ®Hat
5-s gkl Fetst 4 glew zALe] Secure
SDLC =Z2Axe FAAS slefsled $olsic)
Z 43% Secure SDLC ZEA|AZ L3877 9]
= 713418 739 Bat 5 M HA) glo] dAg
oz} EHE)h okx] Avel uiel o] A AYALe}
o #F AelE: A¥Her IMIHFE GAP

Analyzer7} 83 7152 (Fig 3)3 2t}

Average ClA-level of Competitor's
Flagship Products

Predicting competitor’s SDL process,

Activities, etc

Our Secure SDLC
Process, Activities,
Evidences, Tools, etc

Analysis the differences of each
activity between ours and

competitors

|

Gap Analysis Report

Fig. 3. GAP Analyzer
3.4 Customized Secure SDLC Constructor

Customized Secure SDLC Constructor=
GAP Analyzer?] A3tE 7Mkez 7|71 ds}
$32] Secure SDLC ZEA|~, Hal &% 4

=
=
W Hol ghg, AbEdllol & w4 S8 =i
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aket 71 Ak AAAF k2] Secure SDLC Z&
Az 5 2|7} v 2 35 3 Wl AAA 7
o Eetlr] ogir] wiel, Z|dAe] HA A&
aE3te] 7)1 A7) Ak 59 Secure SDLCE
TE5 F =S A Er)

kAl AR AL ARAke] CIA-Level s
Customized Secure SDLC Constructorel ¢
Hab 7 2Ae] fof ¥ B4 55 aelste] AA
66709 Hol &% F PR wol IFER Ad
thoo]F AelEl mok & bR J|AE o
3= CIA-Levels 2437 9% Secure SDLC

Z2A R AR Bt 5 9 AEdel & T4 &
< At 53] AEsel & wAE A =5
224 Secure SDLC AA Z2AA F FHAS
Fns & oglow, oA Mol A} S

ok o

3% f1ele st Ags ded 5
A AAms

Constructor’} s33h= 7%

9]
dwgl  Customized  Secure  SDLC
& [Fig 4)9F 2t}

CIA Level Database

Selecting the phases according to the
characteristics of the products of the company

Choosing the detailed activities and the
evidence document templates according to
[@VNEVE

Customized Secure SDLC Process, Activities, Evidence Templates

Fig. 4. Customized Secure SDLC Constructor

IV. Akl 97

2l CIA-Level 719 Rehiilst A xeg)
20 AEAE WFs st Tl vz
/\TLES‘Z_“O-] 7HH1—/\}0“ /\lxﬂ xLQ.gHy_gb:]. zLQ.s‘l_ y,]_
A F 1054019, (Fig 5)eF 23, ol wigk 3}
Aol ] AAle] stz gt

Sele dld 71449 Secure SDLCE wv]ad
AAAE A7) glske] ZIsiAel A 2 dEe
stetatgiet. #lw 719 Al i 27] SAFE w2

1. Identify the characteristics of the enterprise

2. Selection of competitors based on the result of #1

3. Derivation of average CIA-level of competitors

4. Select phase and security activities associated with the enterprise
5. Derivation of CIA-level for each enterprise security activity
6. Analysis of Secure SDLC level gap between competitor and enterprise
7. Gap analysis report ad result graph output
8. Share analy5|s results to secunty managers
9. Select CIA-Level that enterprise wants

10. Provide suitable Secure SDLC process, security activities,
detailed security activities, artifacts, etc.

Fig. 5. ClA-Level Driven Secure SDLC
Framework applied to enterprise

MicrosoftE 73 AALZ A sksich.
$2lE F 249 Secure SDLC ZgA|22] 4
T 2 AelE M Hskd A=
Microsoft®] Secure SDLC ZZA~9]
CIA-Levels FZ3lct. 4 CIA-Levels
gk wbe Microsoft7} 7% CC 5% ¥
AHE 7o R AbAslel e, 22 5¥7F CC
% AHE 2AE AF (Table 5)9F Zo] dlolg]
o] A|E 5ET} £FAA TEo| i Ak} gl

J[ﬂ e oE‘.

30 E 0 o e

Table 5. CC Certification Case of Microsoft

Product name EAL Year
Microsoft SQL Server 2014 EAL2+ | 2015

Microsoft SQL Server 2014 EAL4+ | 2015

Microsoft SQL Server 2016 EAL4+ | 2017

DB
Microsoft SQL Server 2016

EAL2+ | 2017
Database Engine Enterprise Edition

Microsoft SQL Server 2017 EAL4+ | 2020

Microsoft Windows 10 EALL 2016

Windows 10 Anniversary Update

and Microsoft Windows Server 2016 EALL 2017

Microsoft Windows 10 EAL1 2018

Windows 10 and Windows Server EALL 2018

(o]
Windows 10 and Windows Server EALL 2019
Windows 10 and Windows Server
2019 version 1809 EALL 2019
Windows 10 and EALL 2019

Server version 1903
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=5 s, o5 F3 T CIA-Levelol Phase No. Security activity Level
Level4E 2Agcty debsisict, elicitation

o]& gl 7|gAY HeldE, e o]s]A 19 Security Requirements 9
A5 e dezAl 2 EE 55 59 Secure elidtagon -
_ Conformity conflict
SDLC ZmAllz i 7 ek & W2 APsisl 20 | check on requirements 0
t} olol] dist A¥E CIA-Level Extractorel] by field
H3apbd, Databased| AAE] 9l= A AlS A o1 Verifying requirements 0
= 2 7)gdAe Qe oA 9 ol g BEC based op security goals
o] AdE}. olat IS Sy A 1071 99 Functlor‘ls. &hdemgn 9
oA = ol we A 9 A g T7ARF B4 specification__
= U e B o L, Compliance with design
AR FE, A elE A F 8/l A} 23 | best practices and 0
Ad=glon 66719 Bl &F F 58709 Bet & principles
ol A=t 58719 Bt FF5EE CIA-Level o4 | Structural design for 0
Extractore] || uk 5 8 S3o] 445 the Integialion process
A 2 25 Asset identification 0
AL, 2 A= [Table 6]} 2t Create data flow
26 diagram !
Table 6. CIA-Level of enterprise 5.Design | 27 Threat elicitation 1
Phase No. Security activity Level 28 Attack Ll'brary 1
1 | Basic security training 2 - Collec.mon -
1.Security 9 Advanced security 0 2 RI?k a.nalys'ls‘ by.fleld 0
Training training 30 Mitigation .e11c1tat10n by ]
3 |Plan training schedules 1 field
4 | Project categorization 1 31 Privacy analysis 0
5 Role identification 0 39 Usecase and misuse 0
6 | Project tools selection 2 case identification
. Security requirements 0 33 Verifying design based 0
source identification on requirements
g Minimum quality level 2 34 Compliance with secure 4
definition coding guidelines
2.Initiation Prepare compensation 0 6.Implemen 35 Creation for deployment 0
9 system for handling -tation guide document and tools
security issues 36 Implementation verification| 0
10 | Plan project schedule 1 according to design
1 Security goals setting 9 37 Static analysis 4
by field 38 Automated static 4
12 Verifying consistency & 0 analysis
completeness of goals 39 Dynamic analysis 4
13 Estimating scope of 9 20 Integration & 4
project security analysis acceptance test
Impact assessment for 41 Penetration test 4
14 privacy 0 7 Verification -
. Impact assessment for 42 Review and update for 0
3. Requirerrents | 15 business 0 threat model
Analysis Impact assessment for Review for minimum
16 0 . .
safety 43 | quality and security 0
17 Existing software 0 level
assessment M Review and update for 0
18 |Functional requirements| 2 security documents
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Phase No. Security activity Level
45 | Final security review 1
46 | Final privacy review 0

47 Requirements elicitation !
for production

Production procedure

48 L 1
8 Release determination
49 Verlﬁcatl(?n of 1
production
50 Accident r.esponse 9
planning
51 Security review for 9
deployment procedure
52 | Monitoring planning 1
53 | Continuous monitoring 2
54 Vulnerability report 2
55 Vulnerabilities 9
9.0peration assessment

56 | Solution establishment 4

57 Vulnerability disclosure 9
& patch/update

53 Configuration 9
management after release
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